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Manual for Configuring Cisco AnyConnect Secure Mobility Client in Ubuntu if user name is not
prefilled

1. Download the DSC mailed to you by VPN Support (vpnservices@nic.in) , save it on your
computer & extract it.
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2. Open terminal as a super user(su) & install the package as given below

dinker@dinker-WSG64115WTE-0002:~5 su

Password:

root@dinker-WSG64115W7E-0002: fhome/dinker# cd Downloads
root@dinker-WSG64115W7E-0002: /home/dinker /Downloads# cd anyconnect-linux64-4.5.02033
root@dinker-WSG64115W7E-0002: /home/dinker /Downloads/anyconnect-1inux64-4.5.02033# cd vpn
root@dinker-WSG64115W7E-0002: [home/dinker /Downloads/anyconnect-1inux64-4.5.02033/vpn# ./vpn_install.sh

3. Pressy as below screen shot

Please refer to the Cisco Systems, Inc. End User License Agreement.
http:/fwww.cilsco.comfenfUS/docsfgeneralfwarranty/English/EU1KEN_.html

Do you accept the terms in the license agreement? [v/n] I
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4. Package is installed on your system now as given below

Do you accept the terms in the license agreement? [y/n] y
¥You have accepted the license agreement.
Please wait while Cisco AnyConnect Secure Mobility Client is being installed...

Starting Cisco AnyConnect Secure Mobility Client Agent...

Done!

root@dinker-WSG64115W7E-0002: /home/dinker /Downloads/anyconnect-linux64-4.5.02033/vpn# ||

In order to connect through the VPN, follow the below steps

1. First download the root certificate to desktop as given below
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Download the certificate to desktop which is received from vpnservices@nic.in
Make ready your password which is received from vpnservices@nic.in

Make ready your private key which is received by SMS in your mobile

Open terminal & login with super user
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root@dinker-wsG64115W7E-0002: fhome/dinker/Desktop

dinker@gdinker-WSG64115W7E-0002:~% suU
Password:

root@dinker -WSG64115W7E-0002: fhome /dinker# cd Desktop/
root@dinker-WSG64115W7E-0002: fhome/dinker /Desktop# |J

6. convert private key to .key format by using following command
root@dinker-WSG64115W7E-0002:/home/ubuntu# cd Desktop/

root@dinker-WSG64115W7E-0002:/home/ubuntu/Desktop# openssl pkcs12 -in TestCert.pfx
-nocerts -out TestCert.key

Note:TestCert.pfx is certificate which you have received in your mail from
vpnservices@nic.in

Enter the Private key received on mobile as given below

Foot@dinker-WSG64115W7E-0002: /home/dinker/Desktop
B dinker@dinker-WSG64115WTE-8002:~5 su
5 Password:
root@dinker -WSG64115W7E-0082: /home/dinker# cd Desktop/

root@dinker-WSG64115W7E-0082: /home /dinker /Desktop#t openssl pkcsi2 -in TestCert.pfx -nocerts -out TestCert.key
Enter Import Password:|l

Enter the Password received on the mail as given below

ot@dinker-WsG64115W7E-0002: fhome/dinker/Desktop
) dinker@dinker-WSG64115W7E-0002:~5 su
5 Password:
root@dinker-WSG64115W7E-0002: /home/dinker# cd Desktop/
root@dinker-WSG64115W7E-0002: fhome/dinker /Desktop# openssl pkcs12 -in TestCert.pfx -nocerts -out TestCert.key
E Enter Import Password:

MAC verified 0K
Enter PEM pass phrase:l

t@dinker-wsG64115W7E-0002: fhome/dinker/Desktop
P dinker@dinker-WSG64115W7E-0002:~$ su
5 Password:

root@dinker -WSG64115W7E-8002: /home/dinker# cd Desktop/

root@dinker -WSG64115W7E-8002: /home/dinker /Desktop# openssl pkcsi2 -in TestCert.pfx -nocerts
Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:
root@dinker-WSG64115W7E-8002: fhome/dinker /Desktop# I

-out TestCert.key

7. convert .pfx file to .pem format by using following command
root@dinker-WSG64115W7E-0002:/home/ubuntu/Desktop#
root@dinker-WSG64115W7E-0002:/home/ubuntu/Desktop# openss| pkcsl2 -in
TestCert.pfx -out TestCert.pem

Enter the Private key received on mobile as given below
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bot@dinker-wsG64115W7E-0002: /home /dinker/Desktop
dinker@dinker-WSG64115W7E-8002:~S su
Passwor
root@dinker-WSG64115W7E-0002: fhome /dinker# cd Desktop/

root@dinker-WSG64115W7E-0002: fhome/dinker /Desktop# openssl pkcsi2 -in TestCert.pfx -nocerts -out TestCert.key
Enter Import Password:

MAC verified OK
Enter PEM pass phrase:
Vverifying - Enter PEM pass phrase:

root@dinker-WSG64115W7E-0002: fhome/dinker /Desktop# openssl pkcsi2 -in TestCert.pfx -out TestCert.pem
Enter Import Password:[l]

Enter the Password received on the mail as given below

root@dinker-wWSG64115W7E-0002: /home/dinker/Desktop
3 dinker@dinker-WSG64115WTE-0002:~5 su
5 Password:
X root@dinker -WSG64115W7E-0802: f/home/dinker# cd Desktop/
root@dinker-WSG64115W7E-0002: fhome/dinker/Desktop# openssl pkcs12 -in TestCert.pfx -nocerts -out TestCert.key
Enter Import Password
MAC verified OK
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:
root@dinker-WSG64115W7E-0002: fhome/dinker/Desktop# openssl pkcs12 -in TestCert.pfx -out TestCert.pem
Enter Import Password:
MAC verified OK

ﬁ Enter PEM pass phrase:[ll

ot@dinker-wWsG64115W7E-0002: fhome/fdinker/Desktop
dinker@dinker-WSG64115W7E-0002:~S su
Password:
root@dinker -WSG64115W7E- 008 home/dinker# cd Desktop/
root@dinker -WSG64115W7E-8802: fhome /dinker /Desktop# openssl pkcs12 -in TestCert.pfx -out TestCert.pem
Enter Import Password:
MAC verified OK
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:
root@dinker -WSG64115W7E-8002: /home/dinker /Desktopz N

8. convert vpnca-root.cer to vpnca-root.pem by using following command

O

root@dinker-WSG64115W7E-0002:/home/ubuntu/Desktop# openss| pkcs12 -in vpnca-
root.cer -out vpnca-root.pem

C@AINKer-wsG64115W/E-0002: fnome/dinker/DesKtop

Password:

5 dinker@dinker-WSG64115W7E-0002:~5 su

root@dinker-WSG64115W7E-0002: fhome/dinker# cd Desktop/
root@dinker-WSG64115W7E-0002: fhome/dinker /Desktop# openssl pkcsi2 -in TestCert.pfx -out TestCert.pem

==1 Enter Import Password:

o

9.
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MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

root@dinker-WSG64115W7E-0002: fhome /dinker /Desktop# openssl pkcs12 -in vpnca-root.cer -out vpnca-root.penfl

ot@dinker-W5G64115WT7E-0002: fhome/dinker/Desktop
dinker@dinker-WSG64115W7E-0002:~5 su
Password:
root@dinker-WSG64115W7E-0002: fhome /dinker# cd Desktop/
root@dinker-WSG64115W7E-0062: fhome /dinker /Desktop# openssl
Enter Import Password:
MAC verified OK
Enter PEM pass phrase:
root@dinker -WSG64115W7E-0002: /home/dinker/Desktop# openssl pkcsi2 -in vpnca-root.cer -out vpnca-root.pem

6 80, snl encoding routines:ASN1_CHECK_TLEN:wrong tag:tasn_dec.c:1197:

snl encoding routin SN1_ITEM_EX_D2I:nested asnl error:tasn_dec.c:374:Type=PKCS12
root@dinker-WSG64115W7E-0002: /home/dinker/pesktop# W

pkcs12 -in TestCert.pfx -out TestCert.pem

Create directory & sub directory under opt/cisco then copy vpnca-root.pem file to below
path

root@dinker-WSG64115W7E-0002:/#

root@dinker-WSG64115W7E-0002:/# cd opt
root@dinker-WSG64115W7E-0002:/opt# cd ./.cisco
root@dinker-WSG64115W7E-0002:/opt/.cisco#
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10.

11.

root@dinker-WSG64115W7E-0002:/opt/.ciscottmkdir certificates
root@dinker-WSG64115W7E-0002:/opt/.cisco# cd certificates
root@dinker-WSG64115W7E-0002:/opt/.cisco/certificates#mkdir ca
root@dinker-WSG64115W7E-0002:/opt/.cisco/certificates/catt
root@dinker-WSG64115W7E-0002:/opt/.cisco/certificates/ca# cp
/home/dinker/Desktop/vpnca-root.pem vpnca-root.pem

Create Sub Directory under certificates & run below Command to copy converted client
certificate TestCert.pem to below directory

root@dinker-WSG64115W7E-0002:/opt/.cisco/certificates#mkdir client
root@dinker-WSG64115W7E-0002:/opt/.cisco/certificatesttcd client
root@dinker-WSG64115W7E-0002:/opt/.cisco/certificates/client#
root@dinker-WSG64115W7E-0002:/opt/.cisco/certificates/client#cp
/home/dinker/Desktop/TestCert.pem TestCert.pem

Create Sub Directory under client & run below Command to copy converted private key file

to below directory:

root@dinker-WSG64115W7E-0002:/opt/.cisco/certificates/client# mkdir private
root@dinker-WSG64115W7E-0002:/opt/.cisco/certificates/clienttcd private
root@dinker-WSG64115W7E-0002:/opt/.cisco/certificates/client/private#
root@dinker-WSG64115W7E-0002:/opt/.cisco/certificates/client/private# cp
/home/dinker/Desktop/TestCert.key TestCert.key

12. Now open cisco any connect mobility client

Configuring VPN in Ubuntu if user name is not prefilled
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Cisco AnyConneck Secure Mobility Clienkt

. Connection

€ Statistics || 2% About

o],
CISCO

Conneckt to: [|

% Conneckt

13. Write sconnect.nic.in as given below

Cisco AnyConneckt Secure Mobility Clienkt

% Connection | € sStatistics || &% About
I I
CISCO
Connect to: |sconneckt.nic.in| - o
¥ Conneck

14. Select connect anyway as given below

NIC VPN Services
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¥ Connection | @ Statistics | & About

T
CISCO

Conneckt to: 5

™ Cisco AnyConnect Secure Mobility Client

Security Warning: Untrusted Server Certificate!
AnyConnect cannok verify server: sconnect.nic.in
Certificate is from an untrusted source.

Connecting to this server may result in a severe security
compromise!

Most users do not conneck to untrusted servers unless the
reason for the error condition is known.

If you choose Always Conneclf fhe certificate will be
imported and the connectio gl continue.

Always Connect Connect Anyway [ Keep Me Safe J

15. Enter the private key received by sms as given below
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e Cisco AnyConneckt Secure Mobility Client

% Connection

Conneck to:

© sStatistics | &4 About

TIEE
CISCO

sconneckt.nic.in

Password [l

Conneck

Please enkter your Cerkificate store password.

16. Enter the password receive from vpnservices@nic.in

Cisco AnyConneck Secure Mobility Clienkt

¥ Connection

Conneck to:

€ Statistics | &% About

NI
CISCO

sconneckt.nic.in

Password: [l

| Conneck

Please enter your username and password.

17. VPN will be connected in a minute
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